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Decision/action requested

This pCR proposes propose resolving 2EN under KI#1 in TR33.809
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Rationale

3.1 Background
In 5G, TS38.300 [2] introduced the new RRC state of INACTIVE. When the UE in the state of INACTIVE, the UE can send an RRCResumeRequest to re-establish the requested DRBs without the core network mobility management involvement and to allow the UE fast access and the ability to transmit data as soon as possible.

In TS 38.331 [3], the following list of resumecauses have been defined:
emergency, highPriorityAccess, mt-Access, mo-Signalling, mo-Data, mo-VoiceCall, mo-SMS, rna-Update, mps-PriorityAccess, mcs-PriorityAccess 

As it is clear, the value of the resume cause varies from a regular “mo-data”, to a high priority access, to mps & mcs priority access, to an emergency call type access. Although, all of the previously mentioned resume causes eventually gets the UE from RRC-INACTIVE to RRC-CONNECTED, yet resumecause has been defined to have a value of RNA-update in which the UE ends up to be sent back to RRC-INACTIVE w/o having the chance to get connected.

Any security expert looking at this resumecause filed values, realizes that the message which carries such field MUST be completely protected and if there is no mechanism to protect the whole message, at least the field of resumecause shall be protected.

Since as in TS38.331 [3] RRCResumeRequest is sent on SRB0 where PDCP integrity protection and encryption is not available, a mechanism has been developed since LTE release 8.3 to provide a token (ShortResumeMAC-I) that provide an indication of the origin of the message with most of the content of the message at that time being protected by the token. However, since then this RRCResumeRequest message content has been expanded to cover many features and many resumecauses and thus the provided token no longer provide the needed protection to the RRCResumeRequest message.

Observation No. 1: 

The introduction of new resumecause values in 5G that varies from ‘emergency’ to ‘highpriorityaccess’ to ‘RANUpdate’ where some resumecause value allows the network to send UE back to INACTIVE while others REQUIRE the UE to comes to CONNECTED makes a strong case for protecting resumecause field in RRCResumeRequest message.

3.2. Lowered network service attack and threats
When a UE in a state of RRC-INACTIVE would like to resume to a highpriorityaccess session, the UE sends RRCResumeRequest after setting the resumecause to ‘highPriorityAccess’ value. Since the current ResumeMAC-I does not cover the resumecause filed, an attacker could change the resumecause value to “mo-data” without impacting the verification token value.

When the last serving gNB receives the ResumeMAC-I, the source gNB will successfully be able to validate the ResumeMAC-I and respond with the UE context to the target gNB. Target gNB will allow the UE to have a ‘mo-data’ session rather than ‘highpriorityaccess session. Thus, neither the UE nor the NG-RAN will recognize the attack by the FBS which acts as MiTM.
Since this attack causes a security threat of lowered network service, the current security threat of “limited network services” covers this attack and the current security threats does not need to be updated but the EN shall be removed.

Observation No. 2: 

MiTM attacker can tamper the resumecause field in RRCResumeRequest message and cause the network to offer the UE a lowered or limited network service.  
3.3. UE Denial of Service attack and security threat

In another attack, a FBS acting as MiTM would change the resumecause value from ‘emergency’ to ‘RNA Update’

Similarly, the last serving gNB will NOT be able to detect the MiTM tampering with the RRCResumeRequest message and will successfully validate the ResumeMAC-I and possibly transfer the UE context or without transferring the UE context. In both cases, the target gNB will send the UE back to INACTIVE while the UE is waiting to get CONNECTED for an emergency call.

Since there is nothing would indicate to the UE what happened and since there is no requirement on the UE to when to try one more time or fall back to RRC-IDLE, the UE will be denied service even for a short period of time. Considering the fact that every second may make a difference for an emergency call, then this attack is valid and may cause serious consequences that must be addressed from security prospective. 

In other words, this security threat is valid and serious; however, the solution to handle it may differ. Either by mandating the UE to fall back to RRC-IDLE or protect the resumecause. The latter seems to be the most secure mechanism which does not leave security for random behaviour.

Another example of DoS is as follows:

The attacker modify the resumecause of ‘mo-data’ to ‘emergency’ call. If the attacker can do that to enough UEs and the gNB is somewhat busy, the gNB may start tearing down regular calls to allow the emergency calls started using the RRC Resume procedures.

The security threat for this attack is also covered by the current security threat “DoS attack on the UE”

Observation No. 3: 

MiTM attacker can tamper the resumecause field in RRCResumeRequest message and cause DoS on the UE or potentially other UEs.

Conclusion No. 1:
MiTM attacker can tamper the RRCResumeRequest message by modifying the unprotected resumecause field and potentially cause the security threats that are already covered by the current security threats listed under clause 5.1.2. i.e., “Dos Attack on UE” & “Limited network services”

Proposal No. 1:

The security threats for tampering with RRCResumeRequest has been clarified and already captured in clause 5.1.2., the following EN “The security threats needs to be updated for the RRCResumeRequest message case.” should be deleted.
Proposal No. 2:

Justification of the security threats of the RRCResumeRequest message causes the RRCResumeRequest security requirements to be aligned with the security threats. Therefore, the following EN “All the security requirements for RRCResumeRequest message needs to be aligned with the security threat“ should be deleted.

3.4. Recommendation

SA3 is kindly requested to approve the implementation of Proposal 1 and Proposal 2 as captured in this pCR into TR33.809.
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Detailed proposal
**** Start of pCR to TR 33.809****
5.1
Key Issue #1: Security of unprotected unicast messages

5.1.1
Key issue details

This key issue covers both the uplink and downlink unicast message which could be sent unprotected. An example of unprotected uplink message is RRC UECapabilityInformation, and examples of unprotected downlink messages are RRC UECapabilityEnquiry, and REJECTs in RRC/NAS layers.

In current 3GPP standards, it has been a design choice to allow RRC UECapabilityEnquiry and RRC UECapabilityInformations messages to be sent unprotected "before" AS security activation. The reason for allowing that is to enable the network to do early optimization for better service/connectivity. It means that during the RRC connection, the gNB in theory could send UECapabilityEnquiry to ask for UE’s AS capability, and UE would then send UECapabilityInformation to gNB before AS SMC procedure. The false base station could behave as a man-in-the-middle and catch the UECapabilityInformation over-the-air. After that, the false base station could modify the value in this message to lower capability level and forward it to the real gNB, causing the UE to only operate with limited radio capability. It should be appreciated that security capabilities are protected from bidding down attack. And it is not certain if the bidding down of radio capabilities cause serious threat. However, it is only prudent to investigate if and how any protection mechanisms are to be introduced.

Another message to be considered are REJECT messages (in RRC and NAS layer) that the network can send to UEs without security protection. Even when the UE is in the RRC_INACTIVE state, while the gNB and the UE continue to maintain the UE 5G AS security context, the RRC REJECT message is sent to the UEs without security protection. Depending upon the type and content of REJECT messages, UEs could potentially be out of service for some time. The REJECT messages serve a very important function in cellular network, i.e., to maintain the availability of the system to the already connected UEs. It has been a design choice, based on risk analysis, to achieve availability that the REJECT messages are not protected. Nevertheless, the design has included some security features that combat rogue REJECTs from unauthorized entries like false base stations. An example of such a security feature is - carefully selected wait timers which gives an opportunity to UEs to recover and avoid lock-outs. It is also important to notice that it is extremely impractical for an attacker to have massive-scale effect using rogue REJECTs. Normally, the effect is to a target UE or few UEs in a cell. 

Another message to be considered RRCResumeRequest message. Currently, resumecause field in the RRCResumeRequest message is not protected by the ResumeMAC-I token. This means that the integrity of the resumecause field in the RRCResumeRequest message is not provided nor integrity protected. Therefore, A MiTM attack by a false base station is possible by modify the resumecause from one value to another. This attack could reduce the type of service offered by the network to the UE. In addition, since in 5G, “ran update” was added as another value of the resumecause field, if an attacker modify the resumecause field value from “emergency” to “ran update”, the network will not be able to detect the tampering and not only that but the network will immediately send the UE back to INACTIVE while the UE is waiting to establish an emergency call, for example.

In addition, in the case when the UE initiates RRC Resume procedure, the UE sends RRCResumeRequest which include ResumeMAC-I that is based on the old Krrcint and it include the I-RNTI amongst other parameters. If the new gNB is busy, it usually sends RRCReject with a waittimer. When the UE receives the RRCReject message, it goes back to INACTIVE and retry one more time after the waittimer expires. When the UE retries, it is supposed to use the same I-RNTI and the same old Krrcint key. This means that the second RRCResumeRequest message is exactly the same as the original one before the RRCReject.

Thus, a MiTM false base station that is able to capture the first RRCResumeRequest message can possibly send the message to the new gNB before the UE waittimer expires and the old gNB will successfully validate the ResumeMAC-I as a valid one and will transfer the UE context to the new gNB. If the UE tries the resume procedure once again, the new target gNB will fail to allocate the UE context and thus the resume procedure will fail.

Therefore, it is important that the 5G system support a mechanism that avoid the replay of RRCResumeRequest message after the UE receives an RRCReject.

It still is prudent to investigate further potential enhancements to the security features. 

Therefore, this key issue is about investigating if and how further security features could be augmented in the system so that the risk caused by the unicast messages could be even further minimized.
5.1.2
Security threats

Lack of security for unprotected unicast messages could potentially have following impacts in some cases:
-
DoS attack on UE

- 
Limited network service.


5.1.3
Potential security requirements

The 5G system shall have support for protection against tampering of RRC UECapabilityInformation messages.
The 5G system should provide a means to ensure that a UE is able to determine the authenticity of the RRC Reject message from the gNB, regardless of RRC states.
The 5G system shall have support for protection against replay of RRCResumeRequest message to avoid creating an out of synch state between the UE and the network.
The 5G system shall have support for protection against tampering of RRCResumeRequest message.


Editor’s Note: Requirements on other messages are FFS.

NOTE:
Since "unicast message" is a broad term, requirements in this clause have to specify which layer (RRC or NAS) and which particular messages are meant. It is so because threat and complexity of solution are more than likely to be very different for different messages.
**** END OF CHANGES ****
